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What i1s an ACL?

AANn ACL is a sequential collection of

permit or deny statements that appl =
to addresses or uppdayer =
protocols. Q?zwa.u-ﬁ )

ARouters provide basic traffic filtering o

capabilities, such as blocking intern
traffic, with access control lists (ACL

AACLs are lists of instructions you
apply to a router's interface. These [  FODL_ {?2 ol
ists tell the router what kinds of <

packets to accept and what kinds ol
packets to deny.
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What i1s an ACL?

AACL's can perform the following
tasks:

A Limit network traffic to increase
network performance.For example,
video traffic could be blocked.

A Provide traffic flow control.

A Help verify routing updates are from| szrors:

aknown source.

A Provide security for network access
andcan block a host or a network.

A Filter traffic based on traffic type
suchas Telnet traffic.

A Screen hosts to permit or deny access
to network services such as FTP/HTTP.
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ACL Operation

Inbound ACL ﬁ Qutbound ACL

AACLS Can be Created for a‘” rOUted An inbound ACL filters packets An outbound ACL filters packets
network protocols, such as Internet  comng o seecti erfce anc the mbound mtartace,
Erotrc])col (l I?I)P%Sd Internetwork Packet ouwoundintertace

Xchange .

AACLs must be defined on a gE0tocol,| rame | packe =
per direction, or per port basis. eader | (IP header) | Lo e

AACLs control traffic in one direction
at atime on an interface. Port

numoer

AA separate ACL would need to be Protocol > Use
created for each direction, one for _ > access
iInbound and one for outbound traffic. Source address " list statements

AFinally every interface can have multiple RSB RA S

protocols and directions defined.
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Packet Filtering

AAn ACL is a sequential list of perm 08 Mode
or deny statements, known as -
access control entries (ACES). g
A ACEs are commonly called ACL Presentation
statements. Secsion
AWhen network traffic passes e % DA Tt
through an interface configured - Unknown raffc can b fitered at
with an ACL, the router compares S Layer 3 and Layer 4.
the information within the packet Data Link
against each ACE, in sequential ,
order, to determine if the packet i Y
matches one of the ACEs. > | S

AThis is referred to as packet
filtering.



Packet Filtering

AThe Cisco |0S software tests the [Pt
packet against each condition :
statement in order from the top o
the list to the bottom.

AOnce a match is found in the list,
the accept or reject action is
performed and no other ACL
statements are checked.

Alf a condition statement that
ermits all traffic is located at the
op of the list, no statements

added below that will ever be No (Implicit Deny)  §
checked. -

Packet
Discard
Bucket

Based on Routing and Switching EssentialsvGONA R&S

2020 © Cisco Networking Academy Program

Permit
(to destination Interface)

_.h.




Wildcard Masks in ACLs

Wildcard Masking

Octet Bit Position and Address Value for Bit

AIPv4 ACEs require the use of wildcard masks. . o -

AA wildcard mask is a string of 32 binary digits
(1s, 03 used by the router taletermine which
bits of the address to examine for a match. S

AWildcard masks are often referred to as an
Inverse mask since unlike a subnet mask wher
abinary 1 is a match, a binary O is a match witl * *
wildcard masks.

AFor example:

0 0 0

0 0 0

1 1 1

3333

0 0

1

0

1

1

8

-

1

e

1 1

1
‘ Examples

0 = Match All Address Bits (Match All)

-

= |gnore Last 6 Address Bits

—

= Ignore Last 4 Address Bits

0 = Ignore First 6 Address Bits

1 = Ignore All Bits in Octet

0 means to match the value of the corresponding address bit
_ Decimal Address mm Address 1 means to ignore the value of the corresponding address bit

IP Address to be Processed 192.168.10.0 11000000.10701000.00001010.00000000
Wildcard Mask 0.0.255.255 00000000.00000000.17711717177.71111171711
Resulting IP Address 192.168.0.0 11000000.10701000.00000000.00000000
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Wildcard Mask Examples

ACalculating the wildcard mask to

Wildcard Masks to Match IPv4 Hosts and Subnets

] Example 1
match 1PV4 subnets takes praCti | o L ——
A Example 1The WlldCard maSk IP Address 192.168.1.1 11000000.10701000.000000017.00000001
. . . Wildecard Mask | 0.0.0.0 Q00000000.00000000.00000000.00000000
EStIF)lJIEitEBSS tf]Eit EE\/EEr)/ k)lt Ir] tr]Ea IF)\/Zl Result 192.168.1.1 11000000.10101000.00000001.00000001
192.168.1.1 address must match
exactly. 2l
. : N T N [ A
A Example 2The Wlldcard maSk IP Address 192.168.1.1 11000000.10101000.00000001.00000001
stipulates that anything will match.  widcard mask | 255255255255  11111111.111111110111111 111111117
A Example 3The W|Idcard maSk Result 0.0.0.0 00000000.00000000.00000000.00000000
stipulates that any host within the  eemples
192.168.1.0/24 network will match. ' Cr L
IP Address 192.168.1.1 11000000.10701000.00000007.00000001
Wildcard Mask @ 0.0.0.255 Q0000000.00000000.00000000.77171711171
Result 192.168.1.0 11000000.10101000.00000001.00000000
Based on Routing and Switching EssentialsSv6ONA R&S 8
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Calculating the Wildcard Mask

Example 1

AE)f&ampIel: 255.255.255.255
Assumeyou want to permit access to all users in the 192.168.3.0
networleiywith the sul?net mask of 255.255.255.0. £°°-255-255.90°0
A After subtracting the subnet mask fro@65.255.255.255, 000.000.000.255
the resultis0.0.0.255.
A Example 2
A Assumeyou want to permit network access for tie users in the Example 2
subnet 192.168.3.32/28 with the subnet mask of 255.255.255.240.255 . 255 . 255 . 255
A After subtracting the subnet mask from 255.255.255.255, — 255 .255.255.240
the result is 0.0.0.15.
AExampIeS' 000.000.000.015
A Assumeyou want to match only networks 192.168.10.0 and
192.168.11.0 with the subnet mask of 255.255.254.0.
A After subtracting the subnet mask from 255.255.255.255, Example 3
the result is 0.0.1.255. 255.255.255.255
- 255 .255.252.000
000.000.003.255




Wildcard Mask Keywords

ATo make wildcard masks easier to re exme

the keywordshostandanycan help - 1921621010 0.00.0 matches
Identlfy the mOSt commaon uses Of . EA':}ET*;:E;EEFEBjﬂ'lbc:farcl mask T
Wlldcard maSklng_ using the IP address preceded LI 1 IJ
A host substitutes for the 0.0.0.0 mask s piciritsatinat
Aanyskubstitutes for the 255.255.255.255 Wildcard Mask: {M”E;C”h‘:”-;m
mas '
Alf you would like to match the
192.169.10.10 address, you could U exampie?
192.168.10.100.0.0.0 or, you can 00,00 255,255 955 955 fanores 0.0.0.0
use hOSt 192 ] 168 ] 10 ] 10 i::-i;fé:iii: Ez;ressfon witf-1 the
Aln Example 2, instead of keyword any
entering0.0.0.0 255.255.255.2?5'0u Wildcard Mask: 255 .255.255 .25
can use the keywordny by itself. (ignore Al Bts



Wildcard Mask Keyword Examples

AExample 1 in the figure Example
demonStrateS hOW O use th&ny Tééc-ﬂﬂfigm# access-list 1 permit 0.0.0.0 255.255.255.255
keyword to substitute the [Py4 = s f e
address 0.0.0.0 with a wildcard

mask of 255.255.255.255.

Rl {config)# access-list 1 permit 192.168.10.10 0.0.0.0

AExampIe 2 demonStrateS hOW t( ;?Tc-::figl# access-list 1 permit host 192.168.10.10
use thehost keyword to
Su bStItUte for the Wlldcard maSk This is the format of the host and any optional keywords in an ACL statement.
when identifying a single host.



General Guidelines for Creating ACLS

AUse ACLs in firewall routers positione

between your internal network and ar IPv4 IPv4

external network such as the Internet. - e
AUse ACLs on a router positioned - o

between tWO arts Of your network One list per interface, per direction, and per protocol

to control traffic entering or exiting a

k With two interfaces and two protocols running, this router could have a total of 8

specific part of your internal networ e oy e

AConfigure ACLs on border routers su
as those situated at the edge of your . ouies for Applying ACLs
network. This will provide a basic
bUﬁer from the OUtSIde network that You can only have one ACL per protocol, per interface, and per direction:

|S |ESS COﬂtI’O”ed . - One ACL per protocol (e.g., IPv4 or IPvE)
. «  One ACL per direction (i.e., IN or OUT)
ACOangUI‘e ACLS fOI‘ eaCh network - One ACL per interface (e.g., GigabitEthernet0/0)

protocol configured on the border
router interfaces.

Based on Routing and Switching EssentialsAV\GONA R&S 12
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General Guidelines for Creating ACLS

AThe proper placement of an ACL can
make the network operate more
efficiently. For example, and ACL capgerdedActs are

usually placed near

be placed to reduce unnecessary e s
traffic.

AEvery ACL should be placed where it
has the greatest impact on efficiency. GO0

A Extended ACLsConfigure extended
ACLs as close as possible to the sourcé&fs10.02
the traffic to be filtered. This will prevent
undesirable traffic as close to the source
without it crossing the network
Infrastructure.

A Standard ACLsSince standard ACLs do
not specify destination addresses, they
aggﬁndaﬁgncggfbgousrgdblgs close to the 192.168.10.10  192.168.11.10 192.168.30.12  192.168.31.12

Standard ACLs are
usually placed near
the destination.

2020 Based on Routing and Switching EssentialsAV\GONA R&S 13
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Standard ACL Placement

A This example demonstrates the proper | sioc s rafic from

placement of the standard ACL that is 192.168.10.0/24 to S<
configured to block traffic from the | 192.168.30.0/24. | con0 MR <o Filters traffic from
192.168.10.0/24 network to the ‘ : o i 192.168.10.0/24 to al
192.168.30.0/24 network. a4 =

A There are two possible places to configure the N , —
accesdist on R3. 5'3' 'D-'1

A If the accesdist is applied to the S0/0/1 Sitc AN [Fiters raffic from sies
interface, it will block traffic to the _ o0/ \GOM |192.168.10.0/24 only | GO0/ \GO/1
192.168.30.0/24 network, but also, going to to 192.168.30.0/24.

192.168.30.0/24 / 192.168.31.0/24

== R e e

the 192.168.31.0/24 network. 192.168.10.0/24

A The best place to apply the access list is on  geva —— S ~=
wo Qa oy K.npp% y U SNt Ishoad *=VK SS9 0 0§ a 3= .
be applied to traffic exiting the GO/0 o
Interface. Packets from 192.168.10.0/24 can
still reach 192.168.31.0/24.

2020 Based on Routing and Switching EssentialsAV\GONA R&S 14
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ACL Best Practices

AUsing ACLs requires significant attention to detail. Mistakes can be
very costly in terms of downtime, troubleshooting efforts, and poor
network performance.

Guideline

Base your ACLs on the security policy of the organization. This will ensure you implement
organizational security guidelines.

Prepare a description of what you want your ACLs to do. This will help you avoid inadvertently
creating potential access problems.

Use a text editor to create, edit, and save ACLs. This will help you create a library of reusable
AClLs.

Test your ACLs on a development network before This will help you avoid costly errors.

implementing them on a production network.

Based on Routing and Switching EssentialsSv6ONA R&S
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Configure Standard IPv4 ACLs



Numbered Standard IPv4 ACL Syntax

A Theaccessist global

configuration command defines sccess-list-number
a standard ACL with a number |
the range of 1 through 99.

deny

permit

A The full syntax of the standard remarx
ACL command is as follows:

SQUrce

A Router(config)#ccesdist access
list-number{ deny| permit |
remark} source] sourcewildcard]

[ Iog ] source-wildecard
A To remove the ACL, the global
configurationno accessist log

command is used. Use tishow
accesdist command to verify
the removal of the ACL.

2020

Number of an ACL. This is a decimal number from 1 to 99, or 1300 to 1999 (for
standard ACL).

Denies access if the conditions are matched.
Pemmits access if the conditions are matched.

Add a remark about entries in an |P access list to make the list easier to understand
and scan.

Mumber of the network or host from which the packet is being sent. There are two
ways to specify the source:
Use a 32-bit quantity in four-part, dotted-decimal format.
Use the keyword any as an abbreviationfora sowurce and source-
wildeard of 0.0.0.0 255.255.255.255.

(Optional) 32-bit wildcard mask to be applied to the source. Places ones in the bit
positions you want to ignore.

(Optional) Causes an informational logging message about the packet that matches
the entry to be sent to the console. (The level of messages logged to the console is
controlled by the logging consele command.)

The message includes the ACL number, whether the packet was permitted or
denied, the source address, and the number of packets. The message is generated
for the first packet that matches, and then at five-minute intervals, including the

Based on Routing and Switchingessketiafspagkets pegsitted or denied in the prior five-minute iﬂterval-17
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Applying Standard IPv4 ACLs to Interfaces

Step 1: Use the access-1ist global configuration command to create an entry in a standard . .

Pk ACL A After a standard IPv4 ACL is configured,
it is linked to an interface using the

R1({config)f access-list 1 permit 192.168.10.0 0.0.0.255 accesggroupcommand in interface

configuration mode:

The example statement matches any address that starts with 192.168.10.%. Use the remark .. )

option to add a description to your ACL. ROUter(_COHflgf)# P aCCeSSQFOUp{ _
accesdist-number| accesdist-name} {in

Step 2: Use the interface configuration command to select an inteface to which to apply | out }

the ACL. A To remove an ACL from an interface,

Rl {config)# interface serial 0/0/0 first enter theno 1P accessgyroup
command on the interface, and then
enter the globaho accesdist

Step 3: Use the ip access-group interface configuration command to activate the existing command to remove the entire ACL.

ACL on an interface.

Rli{config-if)# ip access-group 1 out

This example activates the standard IPvd ACL 1 on the interface as an outbound filter.

Based on Routing and Switching EssentialsAV\GONA R&S
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Numbered Standard IPv4 ACL Examples

Deny a Specific Host and Permit a Specific Subnet

AThe figure to the right shows an
example of an ACL that permits traffic s
from a specific subnet but denies
traffic from a specific host on that Company A
subnet.

A Theno accesdist 1 command deletes
the previous version of ACL 1.

A The next ACL statement denies the host
192.168.10.10.

A What is another way to write this 82180.10.10/24
command without usindpost?

A All other hosts on the 192.168.10.0/24
network are then permitted. R1{config)# mo access—list 1

A There is an implicit deny statement that | r:(conzic)# access-1ist 1 deny host 192.168.10.10
matches every other network. Rl (config) # access-list 1 permit 192.168.10.0 0.0.0.255

A Next, the ACL is reapplied to the interface: «ceszio) interzace s0/0/0
In an outbound direction. RL(config-if)# ip access-group 1 out

192.168.10.0/24 192.168.11.0:/24

192.168.11.10/24

Based on Routing and Switching EssentialsAV\GONA R&S
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Numbered Standard IPv4 ACL Examples

Deny a Specific Host

AThis next example demonstrates an
ACL that denies a specific host but
will permit all other traffic.

A The first ACL statement deletes the
previous version of ACL 1.

A The next command, with the deny
keyword, will deny traffic from the
PC1 host that is located at
192.168.10.10. 192.168.10.10724

A Theaccesdist 1 permit any
statement will permit all other hosts. [z (config) i no access-1ist 1

ATh|S ACL is apphed 1;0 int-erfaC.e GO/OR:_{.::-n::%g}# acmss-h:.st 1 dnny.hnst 192.168.10.10
In the inbound direction since it only R;‘f“jg}i ?ms:-hstninpamt any
affects the 192.168.10.0/24 LAN. =~ |5 @7 wwersace 9

Rl{config-if)# ip access-group 1 in

Company A

8

192.168.10.0/24 192.168.11.0/24

192.168.11.10/24

Based on Routing and Switching EssentialsAV\GONA R&S
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Named Standard IPv4 ACL Syntax

Named ACL Example

Aldentifying an ACL with a name rather
than with a number makes it easier to
understand its function.

AThe example to the right shows how
to conﬂ?_ured a hamed standard 19246810034
access list. Notice how the commands
are slightly different:
A Use theip accesdist command to create

a named ACL. Names are alphanumeric, .s;16s10.1024
case sensitive, and must be unique.

A UseCFermit or deny statements as
needed. You can also use ttemark
command to add comments.

A Apply the ACL to an interface using the
Ip accessggroup hamecommand.

Company A

192.168.11.0/24

192.168.11.10/24

1{config)# ip access-list standard NO_ACCESS
1 {config-atd-nacl) $ deny host 192.168.11.10
1 {config-atd-nacl) 4 permit any

1 (config-atd-nacl) # exit

1{config)# interface g0/0

Wow ow om om m

1 (config-i£) # ip access-group WO ACCESS out

Based on Routing and Switching EssentialsAV\GONA R&S

2020 © Cisco Networking Academy Program

21



Modify IPv4 ACLs

Editing Numbered ACLs Using a Text Editor

Rl {config)# access-list 1 deny host 192.168.10.99

Configuration | |2y (onfiq) 4 access-list 1 permit 192.168.0.0 0.0.255.255

kl# show running-config | include access-list 1
aocess-liat 1 deny host 192.168.10.5%3
access-list 1 permit 182.163.0.0 0.0.255.255

Step 1

<Text editor>
access-list 1 deny host 192.168.10.10
access-list 1 permit 182.163.0.0 0.0.255.255

Step 2

Rl#4 config t

Enter ceonfiguraticon commands, one per line. End with CHTL/SE.
El (configl# no access-list 1

Rl {config)# access-lizt 1 deny host 1%2.168.10.10

Rl {config)# access-list 1 permit 192.168.0.0 0.0.255.255

Step 3

Rl# show running-eonfig | inelude access-list 1
aocess-liat 1 deny host 192.168.10.10
access-list 1 permit 132.168.0.0 0.0.255.255

Step 4

2020

Editing Numbered ACLs Using Sequence Numbers

Configuration

Step 1

Step 2

Step 3

Based on Routing and Switching EssentialsSv6ONA R&S

Rl (config)# access-list 1 deny host 192 .168.10.99
Rl (config) ¥ access-list 1 permit 192.188.0.0 0.0.255.255

Rl4 show access-lists 1
Etandard IP accesa list 1

10 denv 192 168.10.959

20 permit 192,.168.0.0, wildcard bita 0.0.255.255
Rl#
El# conf t

Rl {config)¥ ip access-list standard 1

Rl (config-std-nacl)# no 10

Rl {config-std-nacl)# 10 deny host 192.168.10.10
Rl {config-std-nacl)# and

Rl#

Rl4 show access-lists
Etandard IP acceszs list 1

10 denv 192, 168.10.10

20 permit 15%2,168.0.0, wildecard bits 0.0.255.255
Rl#

22
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Verifying ACLs

AUse theshowip interface command
to verify that the ACL is applied to th
correct interface.

AThe output will display the name of
the access list and the direction in
which it was applied to the interface.

AUse theshow accesdists command
to display the accedssts configured
on the router.

ANotice how the sequence is display
out of order for the NO_ACCESS
access list. This will be discussed |
In this section.

R1¥ show ip interface s0/0/0
S5eriald/0/0 is up, line protocol is up

Internet address is 10.1.1.1/30
<putput omitted=

Cutgoing access list is 1

Inkbound access list is not set

<putput omitted:=

Rl1% show ip interface g0/0

GigabitEthernet0/0 iz up, line protocol is up
Internet address is 15%2.168.10.1/24

<putput omitted=
Cutgoing access list is HO ACCESS
Inkbound access list is not set

<putput omitted=

Rl# show access-lists
Standard IP access list 1

10 deny 182 .168.10.10

20 permit 192.168.0.0, wildcard bits 0.0.255,255
Standard IF access list NO_ACCESS

15 deny 182.1488.11.11

10 deny 182.168.11.10

20 permit 192.168.11.0, wildcard bits 0.0.0.255
R1#



ACL Statistics

A Theshow accessists command can be used
to display matched statistics after an ACL has
been applied to an interface and some testing
has occurred.

A When traffic is generated that should match
an ACL statement, the matches shown in the
show accesgists command output should
Increase.

A Recall that every ACL has an impliety any
as the last statement. The statistics for this
iImplicit command will not be displayed.
However, if this command is configured
manually, the results will be displayed.

A The clear accedsst counters command can
be used to clear the counters for testing
purposes.



