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Origins

* By mid-1990’s a replacement for DES was needed
* have theoretical attacks that can break it
* have demonstrated exhaustive key search attacks

* Triple-DES can be used — but slow, has small blocks
e US NIST issued call for ciphers in 1997

* 15 candidates accepted in Jun 98

* 5 were shortlisted in Aug-99

e Rijndael was selected as the AES in Oct-2000

* Issued as FIPS PUB 197 standard in Nov-2001



AES Evaluation Criteria

* initial criteria:
» security — effort for practical cryptanalysis
e cost —in terms of computational efficiency
 algorithm & implementation characteristics

* final criteria
e general security
e ease of software & hardware implementation
* implementation attacks
* flexibility (in en/decrypt, keying, other factors)



The AES Cipher - Rijndael

* designed by Rijmen-Daemen in Belgium Plaintext (128 bits)

* has 128/192/256 bit keys, 128 bit data ‘

* an iterative rather than feistel cipher
. porates om enire e tlock n vy rourd | AES | 4um

» designed to be: Key (128-256 bits)
* resistant against known attacks ‘

* speed and code compactness on many CPUs

« design simplicity Ciphertext (128 bits)
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AES Structure

 data block of 4 columns of 4 bytes is state
* key is expanded to array of words

* has 9/11/13 rounds in which state undergoes:
e byte substitution (1 S-box used on every byte)
* shift rows (permute bytes between groups/columns)
* mix columns (subs using matrix multiply of groups)
e add round key (XOR state with key material)
* view as alternating XOR key & scramble data bytes

* initial XOR key material & incomplete last round
e with fast XOR & table lookup implementation



High Level Description

Key Expansion

e Round keys are derived from the cipher key using Rijndael's key schedule

Initial Round

e AddRoundKey : Each byte of the state is combined with the round key using bitwise xor

Rounds
e SubBytes : non-linear substitution step
e ShiftRows : transposition step

e MixColumns : mixing operation of each column.
e AddRoundKey

Final Round
e SubBytes
e ShiftRows No MixColumns

e AddRoundKey
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Plaintext - 16 bytes (128 hits)
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AES Structure

1. aniterative rather than feistel cipher

2. key expanded into array of 32-bit words
* four words form round key in each round

4 different stages are used as shown
has a simple structure

only AddRoundKey uses key
AddRoundKey a form of Vernam cipher
each stage is easily reversible

decryption uses keys in reverse order

O 0 N O U kAW

decryption does recover plaintext

10. final round has only 3 stages
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AES Overall Structure

Key Expansion

Cipher key

!
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Substitute Bytes

* a simple substitution of each byte

e uses one table of 16x16 bytes containing a permutation of all 256 8-
bit values

e each byte of state is replaced by byte indexed by row (left 4-bits) &
column (right 4-bits)
* eg. byte {95} is replaced by byte in row 9 column 5
* which has value {2A}

 S-box constructed using defined transformation of values in GF(28)
* designed to be resistant to all known attacks



Substitute Bytes

2020

¥
r
LI ju
Sﬂ.':l Ell 5,:2 Sug S-baox
51,0 S0 B12 | 512
530 | 521 | 322 | 52a
S30| 531 | 532 | S22 S30 | 530 | S22 | 523
EA | 04 | 65 | BS 87 | F2 | 4D | 97
B3 | 45 | 5D | 96 . EC | 6E | 4C | 90
5C | 33 | 98 | BO 4A | C3 | 46 | E7
FO | 2D | AD | C5 HC | DB 95 | A6
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Shift Rows

e a circular byte shift in each each
* 15t row is unchanged
« 2" row does 1 byte circular shift to left
* 3rd row does 2 byte circular shift to left
* 4th row does 3 byte circular shift to left

» decrypt inverts using shifts to right

* since state is processed by columns, this step permutes bytes
between the columns



Shift Rows

2020

So0 | Sa1 | S0z | So2 m So0 | Sa1 | S0z | Sos
Sio | S11 512 s | —T T | 510|512 512 ] s
Son | S21 | 522 | S22 [— —— |55, 523 | S20 | 52
S30 | 330 | B3z | Jaa | —— — | B33 B30 B3| P22
Sad=

87 F2 | 4D | 97 B7 | F2 | 4D | 97

EC  6E | 4C | 90 GE | 4C | 20 | EC

4A | C3 | 46 | ET 46 | E7 |4a | €3 |

BC D8 | 93 | Ab Ab | BC | D8 | 93
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Mix Columns

e each column is processed separately

e each byte is replaced by a value dependent on all 4 bytes in the
column

* effectively a matrix multiplication in GF(28) using prime poly m(x)
=x8+x*+x3+x+1

02 03 0Ol {J'l',.-*[a_n o0 Y02 Y03 -‘*.:1_[. ‘ol %Nz ‘o3

01 02 03 Olf%0 S5 %2 %3 Sto i1 Sia 913
01 01 02 03|[%p % %22 %3] -“Iz,n S21 %2 23
03 01 01 02][530 %1 %52 %33 |s0 sy %2 %3
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Mix Columns

Y
M. |

87 | F2 | 4D | %7
E 4C | 90 | EC
46 | E7 | 4A | C3
AL _ B | DE | 95
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S00 | 301 | S0z | S03
Sio | 811 | S12 | 512
S20 | 521 | S22 | Sa3
S30 | 31 | 532 | Sas

47 | 40 | A3 4C

37 | D4 | 70 | 9F |

94 | E4 | 3A 42

ED | A5 | Ab BC |
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AES Arithmetic

* uses arithmetic in the finite field GF(28)
e with irreducible polynomial

m(x) = x% + x? + x> + x + 1
whichis (100011011) or {11b}
¢ e.g.

{02} ¢ {87} mod {11b}=(1 0000 1110) mod {11b}
= (1 0000 1110) xor (1 0001 1011) = (0001 0101)



Mix Columns

* cah express each col as 4 equations
* to derive each new byte in col

» decryption requires use of inverse matrix
* with larger coefficients, hence a little harder

* have an alternate characterisation

* each column a 4-term polynomial
» with coefficients in GF(28)
* and polynomials multiplied modulo (x*+1)

e coefficients based on linear code with maximal distance between
codewords



Add Round Key

e XOR state with 128-bits of the round key

 again processed by column (though effectively a series of byte
operations)

* inverse for decryption identical
* since XOR own inverse, with reversed keys

* designed to be as simple as possible
* a form of Vernam cipher on expanded key
* requires other stages for complexity / security



Add Round Key

2020

So,0 | 501 | S02 | S0
Sol 2 | 512 | 3
A Wi | Wi
Sa0 | 521 | 522 | 522
Sao | 531 | 532 | 522

Wiz

Wiia
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Soo | 501 | S0z | Sos
I 1 1 1
S 5 | 32| 23
I 1 1 1
530 | 521 | S22 | 523
I 1 1 1
530 | 831 | 532 | 523
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AES Key Expansion

* takes 128-bit (16-byte) key and expands into
array of 44/52/60 32-bit words

* start by copying key into first 4 words

* then loop creating words that depend on
values in previous & 4 places back
* in 3 of 4 cases just XOR these together

e 1st word in 4 has rotate + S-box + XOR round
constant on previous, before XOR 4th back

ko | ks | ks | ki2
ky | ks | ko | ki3
kz | ke [Kio| kia
ks | k7 | ki1 | kis




Key Expansion Rationale

* designed to resist known attacks

* design criteria included
* knowing part key insufficient to find many more
* invertible transformation
 fast on wide range of CPU’s
* use round constants to break symmetry
e diffuse key bits into round keys
e enough non-linearity to hinder analysis
* simplicity of description



Kevy Words Auxiliarv Function
Xa I I l p e wl = 0f 15 71 c9 RotWord(w3)= 7f 67 %8 af = xl
wl = 47 d9 =8B 53 BubWord(xl)= dZ 85 46 7% = vyl
w2 = 0c b7 ad Rcon(l)= 01 00 00 OO
° wl = af 7f 67 58 ¥1 & Rcon(l)= d3 B5 46 79 = z]
Ke EX a n S I O n wd = wl @& =zl = dc 90 37 b0 RotWord(w7j)= Bl 15 a7 3B = x2
wi = wi @ wl = 9b 4% d4df el SubWord(=x4)= Oc 59 5c 07 = w2
wh = wh & w2 = 97 fe 72 3f Rcon(2)= 02 00 00 OO
wl = wh @ wl = 38 81 15 a7 ¥2 & Roon(2)= Oe 59 5c 07 = z2
wB = wt @ =z2 = d2 c% 6b b7 RotWord(wll)= £f d3 cb ab = =3
wi = wB @ wh = 49 80 b4 5Se SubWord(=x2)= 1& &6 bt Qe = w3
wll = w3 & wb = de Te cé& &1 Roon(3)= 04 00 00 OO
wll = wl0 & w7 = a6 £f dI cé ¥3 & Rooni{3)= 1% 66 bd Be = =3
wl2 = wB & =z3 = cl af df 39 RotWord(wls)= ae 7e cl bl = =4
wl3 = wl2 & w3 = 89 2f 6b &7 BubWord(x3)= 24 £3 ba cB = y4
wld = wl3d & wlh = 57 51 ad 06 Rcon(4)= 08B 00 00 OO
wlS = wld4 & wll = bl ae Te ci ¥4 & Roon(4)= ec £3 ba c8 = 4
wlE = wl2 & z4 = 2c 5c 65 fl RotWord(wl9)= Bc dd 50 43 = =5
wl? = wls & wl3 = a5 73 0e 96 SubWord(x4j= 64 cl 53 la = w5
wlB = wl7 & wld = £2 22 al 30 Rcon(5)= 10 00 00 OO
wl9 = wl8 & wlh = 43 Bc dd 50 ¥53 & Feon(5)= 74 ¢l 53 la = z&
w20 = wle & z5 = 58 34 36 eb RotWord(w23)= 40 46 bd d4c = =é
w2l = w20 & wl7 = fd ee 38 7d SubWord(=x3j)= 0% %a Ta 2% = w6
w2Z = w2zl & wlB = 0f cc %b ed Rocon(6)= 20 00 00 OO
w23 = w22 & wl9 = d4c 40 46 bd ¥6 & Roon(6)= 25 S5a Ta 23 = z6
wi2d = w20 & z6 = T1 c7 d4c c2 RotWord (w27 )= a5 a% ef cf = =7
w25 = w24 & w2l = 8c 29 74 bf SubWord(=x&t)= 06 d3 df 8a = ¥7
w2b = w25 & w22 = 83 e5 ef 52 Rocon(7)= 40 00 00 OO
w27 = w26 & w23 = cf a5 a9 ef ¥7 & Reon(7)= 46 d43 df Ba = =27
w2B = w24 & =7 = 37 14 93 48 RotWord(w3l)= 7d al 4a £f7 = =8
w29 = w28 & w25 = bb 3d e7 £7 BubWord(=x7)= £f 32 d6 &B = vB
w3l = w29 & w26 = 3B 48 08 a5 Rcon(B)= EBO 0O 00 OO
wil = w30 & w27 = £7 7d al 4a ¥8 & Roon(B)= Tf 32 d6 68 = z8
w3Z = w28 & z8 = 48 26 45 20O RotWord(w3i5)= be 0k 38 3c = =9
w33 = w32 & w29 = £3 1b a2 47 SubWord(x8)= ae 2Zb 07 eb = ¥%
wid = w331 & wid = cb c3 aa 72 Rocon(9)= 1B 00 00 0O
wi5 = w34 & w32 = 3c be 0b 33 ¥39 & Reon(®)= b5 Ib 07 eb = z3
w36 = w32 & z9 = fd 04d 42 cb RotWord(w39)= &b 41 56 £9 = =x=l0
wi7 = wis & w33l = fe 16 el lc SubWord(=x%)= 7f 83 bl 9% = yl1{
wiIB = w37 & w34 = c5 d5 4a 6e Rcon(10)= 36 00 00 OO
wi% = w38 & w35 = £9 6b 41 56 yl0 @& Reon(10)= 49 83 bl 9% = =10
2020 Based on Cryptography and Nféﬂvo_rk:ggc@i&gy;/\ﬁliagﬁ fg ii )3
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| wé3 = wd2 & w39 = 86 26 18 78




AES Example
Encryption

2020
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Start of round After After After RFound Key
SubBytes ShiftRows MixColumns

01 89 fe 76 0f 47 0c af
23 ab dc 54 15 d9 b7 7f
45 ¢cd ba 32 71 2B ad &7
&7 ef 98 10 c9 59 d6 9B
0e ce £2 49 ab Bb B9 35 ab 8b 8% 35 b% 84 57 75 dc %b 97 38
36 72 Ab 2b 05 40 7f £1 40 TE £1 05 ed Be 1l 51 80 49 fe A1
34 25 17 &5 18 3f f0 fc f0 fc 18 3If 47 20 %a 3If 37 df 72 15
ae b6 4ea HE a4 4e 2f c4 cd eq d4a 2f ch dé £5 3b bl &9 3If a7
&5 0f o0 4d ¢d 76 ba e3 4d 76 ba el 8a 22 db 12 d2 49 de eh
T4 o7 eB dO 92 o6t Sb 7O cé 9b 70 92 b2 £2 dec 92 c9 BO e f£f
70 £f eB Z2a 51 16 9b eh 9b &5 51 16 df 80 £7 cl 6b bé c6 d3i
75 3f ca 9c 9d 75 74 de de 9d 75 74 2d c5 le 52 b7 S5e 61 cb
5c 6b 05 f£4 ta 7f 6b bf 4a 7f 6b bf bl 1 Ob cc cl 89 57 bl
T 72 a2 6d 21 40 3a 3c 40 3a 3Ic 21 ba £3 Bb 07 af 2f 51 ae
be 34 31 12 Bd 18 c7 b c? <9 8d 138 f9 1f ba c3 df &b ad Te
9a 9b 7f 94 bB 14 d4d2 22 IZE b 14 42 1d 19 24 5c .35 67 06 ch
Tl 48 5c 7d | a3 52 4a f£f al 52 4a ff d4 11 fe Of 2c ab f£2 43
15 dc da a9 59 B& 57 di B6 57 d3 59 b 44 06 T3 5z 73 22 Bc
26 74 c7 bd £7 82 c& Ta cht Ta £7 92 cb ab 62 37 65 0e ald dd
24 Te 22 9c 36 £3 B3 de _dE 36 £3 93 1% b7 07 ec Ifl 96 90 50
f8 b4 Oc 4c 41 Bd fe 29 41 8d fe 29 2a 47 c4 48 58 £d 0Of 4c
67 37 24 ff B5 %a 36 16 9a 36 16 B3 83 eB8 18 ba 9d ee cc 40
ae ab cl ea ed 0& 78 BY T8 BT ed 06 84 18 27 23 36 3B 9b 46
el 21 97 bc 9b £d B8 &5 &5 9b f£d A8 eb 10 Da £3 eb 7d ed bd
72 ba cb 04 &0 £4 1f £2 40 f£4 1f £2 T 05 42 4a 71 8c 83 cf
le 06 d4 fa 72 6f 48 2d &f 48 24 72 la 4 Z0 40 c? 29 ebh ab
b2 20 bc 65 37 b7 65 44 &5 44 37 b7 94 B3 18 52 dc T& ef a9
o0 6d e7 de 63 3c 94 2f 2f &3 3c 94 94 o4 43 fb c2 bf 52 ef
0a 89 cl B3 67 a7 78 97 &7 a7 78 97 ec la ci@ BO 37 bb 38 £7
dd £9 ch5 ebs 35 89 a6 do 99 ag d% 35 e B0 53 27 14 3d d8 7d
did £7 £7 fb 6l 68 63 Of &3 0f 61 68 ib 47 00 ef 83 27 08 al
56 7b 11 14 bl 21 B2 fa fa bl 21 B2 b7 22 72 el 43 £7 ab 4a
db al f£B 77 L% 32 41 £5 b9 32 41 f£5 bl la 44 17 48 £3 cb 3c
18 6d Bb ba ad 3c 3d f£4 3c 3d £4 ad 3d 2f ec bé 26 lb £3 be
afB 30 0B 4e c2 04 30 Zf 30 2f c2 04 ta 6b 2f 42 45 a2 aa 0Ob
£ff d5 d7 aa 16 03 De ac ac 16 03 0Oe 9f 68 £3 bl 20 d7 72 3B
£9 29 BEf Zb 89 le 73 f£1 99 le 73 f£1 31 30 3a c2 fd Qe ch E9
1b 34 2f 08 af 18 15 30 18 15 30 af ac 71 Bc c4 0d 16 d5 6b
4f <9 B5 &9 B4 dd %7 3b 97 3b 84 dd 46 65 43 eb 42 el 4a 41
bf bf BL A% 0B 0B Oc a7 al 08 OB 0Oc fa lc 31 &2 ch lc G6e 56
cc Je £f 3b &b b2 16 el 4b b2 16 el 4b B6 Ba 36 b4 Be £3 52
al 67 59 af 32 B3 cb 78 85 cb 79 32 bl cb 27 5a ba 58 13 4e
04 85 02 aa £E2 87 77 ac 77 ac £2 97 fb £2 £2 af TE 4d 59 20
al 00 5f 34 32 63 cf 18 18 32 63 cf cc Ba Bb cf B& 26 18 76
NEtV8rR X urjty by William
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AES Example
Avalanche
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Round N hat difer
0123456789%abcdef fedchbad876543210
0023456789 abedef fedeba%876543210 I
Delbldcaeced225bbf26blT4eda2bi5BE

v 0f363Laece?225bhf26b174eda2b558E I
657470750£fcTEf3fcleleBoadddlZale

I cda%9ad0s0fcTEff3fcleBeboadddiZale 2!]
S5cTbbeSabbh?2349b05a23]17Ef406d1294

- fe2ae569fT7eeBbblclfsabb3iTef53d5 28
T115262448dcT4TebocdacT227da%bd9 ¢

] ecl33dfb7c45343d4d6B3017507d4B5ek2 >
fe6Taeeibd3Ta5210cidcls74cifeabe

: £3gfdbhS97244df80BeBd036deelacbfh o1
T2leb200bals2lbdechddboeTisfabsde

: Tb28a5d5ed6d43287el06c099bb3IT5302 68
0ad9dase89f9fT7TbelesfT1185e5fbld

6 ibec2d8b6e798dBacd fe3baldi9laclila 6
dblBafffal6edi0d5fERROBATT Thadeaa

! 9fbAb5452023cT02E0e5cdbb9e555a4b 67
f3%1lbdfbfe934cObfBf2fASB]12H0OB4989

| 20264el1126b219%3ef7febif9bh2d6ded] 63
ccalldeal 3eaTBS00EE£59025f3bafaaid

? b56ali341b22%0ba7dfdfbddedA5STR205 o1
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AES Decryption

* AES decryption is not identical to encryption
since steps done in reverse

* but can define an equivalent inverse cipher
with steps as for encryption

* but using inverses of each step
* with a different key schedule

e works since result is unchanged when
* swap byte substitution & shift rows
e swap mix columns & add (tweaked) round key

w(40,43]

Ciphertext

E md

|

1

Add round key |

=

| Inverse sub bytes |

=

| Inverse shift rows |

| Inverse

ix cols |

] 5 [+

| Inversemixcols |—»| Addroundkey |
F 3

—[36, 39] —

l4— < o

| Inverse sub bytes |

| Inverse s

=

ift rows |

| Inverse

ix cols |

4+ 5 [

| Inverse mix cols |—>| Add round key |

— w[4,7]

Expand key |
Fy

wi0,3]

=

| Inverse sub bytes |

| Inverse shift rows |

|

| 4

Key

|

Add round key |

+— C [

Plaintext

Round 1

Round 9

Round 10



Implementation Aspects

* can efficiently implement on 8-bit CPU
* byte substitution works on bytes using a table of 256 entries
* shift rows is simple byte shift
* add round key works on byte XOR’s

* mix columns requires matrix multiply in GF(28) which works on byte values,
can be simplified to use table lookups & byte XOR’s



Implementation Aspects

e can efficiently implement on 32-bit CPU

* redefine steps to use 32-bit words

e can precompute 4 tables of 256-words
* then each column in each round can be computed using 4 table lookups + 4

XORs
e at a cost of 4Kb to store tables

* designers believe this very efficient implementation was a key factor
in its selection as the AES cipher



AES Security

* AES was designed after DES.
* Most of the known attacks on DES were already tested on AES.

* Brute-Force Attack
* AES is definitely more secure than DES due to the larger-size key.

e Statistical Attacks
 Numerous tests have failed to do statistical analysis of the ciphertext

* Differential and Linear Attacks
* There are no differential and linear attacks on AES as yet.



Ssummary

* have considered:
* the AES selection process
the details of Rijndael — the AES cipher
looked at the steps in each round
the key expansion
* implementation aspects



